Mpunoxexne N 2

NWH®OPMALIMOHHAA MAMATKA
AOnA OBYYAIKOLWKNXCA ANnA PASMELLEHUA
HA O®ULUMATbHbBIX UHTEPHET-PECYPCAX

C kaxablM rogoM MOSOOEXW B MHTEPHETE CTAaHOBUTLCS OOrnblUe, a LUKOMbHUKU OOHWU U3 CaMbiX
aKTMBHbIX nonb3oBaTtenen PyHeTa. Mexgy TemM, NMOMMMO OrFpOMHOrO KONMM4YecTBa BO3MOXXHOCTEWN,
WHTEPHET HeceT 1 Npobnembl. ITa NnamMATKa A0MKHa NoMo4db Tebe 6e3onacHO HaxoanTbCs B CETW.

KomnbloTepHble BUpPYCbl

KoMmnbloTEpHbIE BUpPYC - 3TO Pa3HOBMOHOCTH KOMIMbLIOTEPHBIX MNPOrpamMM, OTIIMYUTENBHON
0COBEHHOCTLIO KOTOPOW SABMSETCA CNOCOBHOCTbL K pa3MHOXeHWo. B gononHeHue K aTomy, BUPYCbl MOTYT
NnoBpeauTb UMW MOJTHOCTBI0 YHUUTOXWTL BCE paiinbl U OaHHbIE, NMOOKOHTPOMbHbLIE MOMb3OBaTENo, OT
MMEHWN KOTOpOro Gbifla 3anyleHa 3apaXkeHHas nporpamma, a Takke NoBpeauTb UMK Jaxke YHUYTOXUTb
onepaLMoHHy0 CUCTEMY CO BCeMU (hainamu B LenoM. B BonblUMHCTBE CryyaeB pacnpocTpaHsoTcs
BUPYCbl YEPE3 MHTEPHET.

MeToabl 3aLMTbl OT BPEAOHOCHbIX NPOrpaMm:

1. Ucnonbayi coBpeMeHHble onepauuoHHbIe CUCTEMbI, UMEIOLLME CePbEe3HbIN YPOBEHb 3allnTbl OT
BPEOOHOCHbIX Mporpamm;

2. TocTosiHHO ycTaHaBnuBai naytv (UMcppoBble  3annaTku, KOTOpble aBTOMAaTUYECKU
yCTaHaBNUBaTCA C Lenbo gopaboTky nporpaMmbl) WM Apyrne OGHOBMEHMSI CBOEW onepauyoHHON
cuctembl. CkaumBai MX TONbKO C odpmumarnbHoro caiTa paspabotyvmka OC. Ecnu cylLecTBYeT pexum
aBTOMaTWN4ECKOro OGHOBIEHNSI, BKIOYM €r0;

3. PaGoTait Ha CBOEM KOMMbIOTEpe Nof npaBamu MoMb3oBaTens, a He aaAMUHUCTpaTopa. ATO He
NO3BONMUT GOMbLUMHCTBY BPEOOHOCHBLIX MPOrPaMM WHCTannMpoBaTbCA Ha TBOEM MEPCOHaNbLHOM
KOMMbIOTEPE;

4. Vcnonb3yh aHTMBMPYCHble MNpoOrpammHble MNpPOAYKTbl WM3BECTHLIX MpoussBoguTenen, c
aBTOMaTtuyeckum obHosrneHvem 6as;

5. OrpaHnyb 13NYecKnii 4OCTYN K KOMMbIOTEPY Ast TOCTOPOHHUX UL

6. Wcnonb3ynm BHelwHWe HoOcUTeNW uHOPMauuKW, Takve Kak dnelwka, AACK unu ann u3
WHTEPHETA, TONbKO U3 NPOBEPEHHbLIX MCTOYHUKOB;

7. He oTkpbiBaii KOMMblOTEPHbIE (halnbl, MOMYyYEHHbIE M3 HEHaAEXHbIX WCTOYHUKOB. [axe Te
dharnbl, KoTopble Npucnan TBoW 3HaKOMbIN. Jlyylle YTOYHM Yy HEro, OTNPAaBMsAN N OH Tebe nX.

Cetu WI-FI

Wi-Fi - aTO He BMA nepefayvn gaHHbIX, HE TEXHONOrUS, a Bcero nuub 6pena, mapka. Ewe B 1991
rogy HuaepnaHackas KomnaHust 3apervctpupoBana 6peHg "WECA", uto o6o3Ha4yano crnoBocoyeTaHune
"Wireless Fidelity", koTopbli nepeBognTcs Kak "6ecnpoBogHast TOYHOCTb".

[o Hawero BpemeHn gowrna gpyras abbpesmatypa, KoTopasi ABNAETCA TakoOW Xe TEXHOSOrMen.
OT1o abbpeBmaTypa "Wi-Fi". Takoe Ha3BaHWe ObINO 4aHO C HAMEKOM Ha CTaHAapT BbICLUEW 3BYKOBOW
TexHukun Hi-Fi, 4To B nepeBoae o3HavaeT "BbICOKas TOYHOCTL".

Oa, 6GecnnaTHbli WHTEPHET-0OCTYN B Kade, OTensax U asponopTax SABMASETCS OTMMYHOW
BO3MOXHOCTbIO BbIXOA4a B MHTEPHET. HO MHOMMe akcnepThl cuuTatoT, 4To obwenoctynHole Wi-Fi cetn He
ABnATCA 6esonacHbIMU.

CoBeTbl No 6esonacHocT paboTbl B 06LWweaocTynHbIX ceTax Wi-fi:

1. He nepepaBaw cBoto nuyHyo nHdopmaumio Yyepes obuenoctynHole Wi-Fi cetn. PaboTas B Hux,
ernaTternbHO He BBOAMTb Naponn AOCTyNna, SIOrMHbl U Kakne-To HOMepa;

2. Vcnonb3ym wn O0OGHOBNSAW aHTMBUPYCHble nporpammbl M GpaHomayep. TeM cambiM  Tbl
obesonacuulb cebsi OT 3aKkadky BUpyca Ha TBOE YCTPOWCTBO;



3. Mpu ncnonbsosarHum Wi-Fi oTknoum dyHkumio "O6Lwmn goctyn k pannam n npuHtepam”. JaHHas
dyHKUMA 3aKpbiTa MO YMOMYaHUIO, OAHAKO HEKOTOpble MOMb3oBaTenu akTUBMPYIOT ee Ans ygobcTea
ncnonb3oBaHus B paboTte unum yyebe;

4. He ucnonb3yn nyonuunbin WI-FI ons nepegaym nuuHbIX OaHHbIX, HAanpumep ANns Bbixoda B
coumanbHble CETU NN B SNEKTPOHHYHO MOYTY;

5. icnonb3yi Tonbko 3awmiieHHoe coeguHeHne dYepe3 HTTPS, a He HTTP, T.e. npu Habope Beb6-
agpeca BBoau MMeHHo "https://";

6. B mMobunbHom TenedoHe oTkmoum dyHkumio "MogknioveHne k Wi-Fi aBTtomaTtnyeckn". He
Jornyckan aBToMaTMyYecKkoro nogknoyeHns yctporctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

CoumanbHble ceTM aKTUBHO BXOOAT B Hawy XW3Hb, MHOrMe nwaun pa60Tar0T n XnMByt TaM
nocTosiHHO, a B Facebook YyXKe 3apernctpmpoBaH mMmuiiiapn 4esioBeK, YTO ABJ1AETCA ofHon ceabMon
BCEX Xutenen nnaHeTbl. MHOrne nonb3oBaTenu He NOHMMAIOT, YTO MHd)OpMaLI,VIFI, pa3melleHHaa M1 B
coumanbHbIX CETHAX, MOXET ObITb HadeHa U UCMOoNb3oBaHa KeM yrogHo, B TOM 4ucrne He obs3aTenbHoO ¢
onarumm HaMepeHnamn.

OcHoBHble coBeTbl N0 6e30MacHOCTU B coLuarbHbIX CETAX:
1. OrpaHunyb cnncok apysen. Y 1ebs B Apy3bsx He AOMKHO BbITb CyYanHbIX M HE3HAKOMbIX N0AEN;

2. 3awmwan CBOK 4acCTHyK >U3Hb. He ykasbiBay naponu, TenedoHbl, agpeca, Aaty TBOEro
POXAEHMS N OPYTYI NINYHYI0 MHpopMauuto. 3n0yMbILLNIEHHMKA MOTYT MCMOMNb30BaTh AaXe MHAOPMaLmIo
O TOM, KaK Tbl U TBOM poauTENU NNaHMpyeTe NPOBECTUN KAHUKYIbI;

3. 3awuuanm cBoto penyTauumio - AepXu ee B YMCTOTe U 3agaBan cebe Bonpoc: xoten 6bl Thl, YTOObI
Apyrve nonb3oBaTenu BuAenu, 4to Tbl 3arpyxaews? [logymai, npexpe 4Yem 4To-TO OnybrvkoBath,
HanucaTb 1 3arpysuThb;

4. Ecnn Tbl rOBOpULLL C MOAbMU, KOTOPbIX HE 3Haellb, HE WCMOMb3yil CBOE pearnibHoe UMS U
APYryo NNYHYI0 MHOPMaLMK: UMS, MECTO XXUTENbCTBA, MECTO y4ebbl U NpoYes;

5. Wsberann pasmelueHusi cdotorpacdmn B WHTepHeTe, roe Tbl M300paxkeH Ha MECTHOCTM, MO
KOTOPOM MOXHO onpeaenuTb TBOE MECTOMNOMNOXEHNE;

6. lNpu pernctpauum B coumanbHOM CETM HEOOXOAMMO WCMNONb30BaTb CMOXHLIE Naponu,
cocTosime n3 Oyks 1 LGP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ona counanbHOM ceTn, NoYTbl U APYrMX CalnToB HEOGXOAMMO WCMOMb30BaTh pasHble Naporiu.
Torga ecnu Te6s B3NOMaloT, TO 3MOYMbILLNEHHUKU NOMyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO Bce
cpaay.

OneKTpPOoHHbIe AeHbI1

SJ'IeKTpOHHbIe AOEHbIN - 3TO O4YEHb yJJ,OGHbIIZ cnocob nnartexen, ogHako CyLleCTBYKOT MOLUEHHUKMN,
KOTOPbIE XOTAT NONYyYNUTb 3TN AEHbIN.

SﬂeKTpOHHbIe OEeHbIm noABUINMCb coBCceM HejJaBHO N UMEHHO U3-3a 3TON0 BO MHOIMMX rocygapcreax
00 CUX Nop He NponncaHo NpPo HMX B 3aKOHax.

B Poccuu xe OHU (DYHKUMOHUPYIOT M O HUX YKe NPOMMCaHO B 3akOHe, rae UxX pasgensioT Ha
HeCKObKO BUAOB - aHOHUMHbIE M HE aHOHUMHble. PasHuua B TOM, YTO @HOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTca npoBoauTb onepaumMm 6e3  uaeHTUdMKaUMKM nonb3oBaTensd, a B HEaHOHWMHbIX
naeHTudrKaumsa nonb3oBaTens asnseTca ob6s3aTensHON.

Takke cnegyeT pasnuyaTb 3/1eKTPOHHbIE huaTHble AeHbM (PaBHbI FOCYAapPCTBEHHBLIM BanoTam) 1
3MNeKTPOHHbIe HednaTHbIe AeHbrM (He paBHbI FOCYAapCTBEHHbLIM BanoTam).

OcHoBHble coBeTbl No Be3onacHown paboTe C ANEKTPOHHBLIMU AeHbramMu:

1. MNpwuBsKM K cHeTy MOBUMBHBIN TenedoH. ITO cambln YAOOHbIN M BbICTPBIN CNOCO6 BOCCTAHOBUTL



goctyn Kk cyeTy. [MpuBAsaHHbIN TenedoH NoOMoOXeT, ecnu 3abyfdellb CBOW NNaTeXHbIM Naponb Unu
3argellb Ha canT ¢ HE3HAKOMOrO YCTPOMCTBA;

2. MCHOJ’Ib3yl7I OQHOpa3oBbIEe MapoJin. MNocne nepexoga Ha yCuneHHyr aBTopu3auunto Tebe yXe He
6y/:|,eT YrpoXatb OnaCHOCTb KpaXXu UM nepexesarta niaTtexXHoro napons;

3. Bbibepu cnoxHbii naponb. [NpecTtynHukam OydeT He MpOCTO yragaTb CRAOXHbIA Maporb.
HagexHble naponu - 370 naponu, KOTopble coaepXaTt He MeHee 8 3HaKOB 1 BKIMOYaloT B cebs CTPOYHbIe
U nponucHble OykBbl, UUMPbLI U HECKONbKO CUMBOMOB, TakMe Kak 3Hak pgonnapa, QyHTa,
BOCKNMLUATENbHbIV 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NNYHbIE AaHHbIE HA canTax, KOTOPbIM HE JOBEpAELlb.

OneKTpoHHas nourta

SJ'IeKTpOHHaﬂ noyta - 3TO TexXHonorma wn npegoctaBndemMble €K yCnyrm no nepecblyike wu
MOMYYEHMNIO 3MEKTPOHHBIX COOOLLEHUIN, KOTOPbIE pacnpefensoTcss B KOMMbloTepHoOW ceTn. OBObIYHO
3NEKTPOHHbIA MOYTOBLIA SALUMK BbIMMSAUT CnegylowmM obpasoM: UMs_Nonb3oBaTensa@ums_AoMeHa.
Takke KpoMe nepegadn NPOCTOro TeKcTa, UMeeTcs BO3MOXHOCTb nepedasaTtb oannbl.

OcHoBHble coBeThbl No 6e3onacHon paboTe C 3MEKTPOHHOM MOYTOMN:

1. Hago BbiOpaTb MpaBWnbHbLIA MOYTOBLIN cepBUC. B MHTepHeTe ecTb OrpoMHbI  BblGOp
BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Nyylle JOBEPATb TEM, KOro 3Haelllb 1 KTO NEPBbIN B PENTUHTE;

2. He ykasbiBan B INnUYHOW nNoYTe nWYHY0 WHGopmauuo. Hanpumep, nydwe BbIGpaTtb
"My3blkanbHbIn_daHat@" nnu "pok2013" BmecTo "Temal3";

3. Vcnonb3yin gByxaTanHylo aBTopu3aumio. OTO Korga NOMMMO Napofis HYXXHO BBOAWTL Kof,
npuceinaemsii no SMS;

4. BbiGepu cnoxHbli naponb. Ons Kaxgoro NovTOBOro siLMKa OOIMKEH ObiTb CBOWM HaOEeXHbIN,
YCTONYMBbIN K B3NOMY NMaporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NNYHbIN BOMnpoc, I/ICHOJ']bSyVI 3Ty BO3MOXHOCTb;

6. Vcnonb3yin HECKONbKO MOYTOBLIX AWMKOB. lNepBbi ANg YacTHOW nepenucku ¢ agpecaTamu,
KOTOpPbIM Thbl [OBepsielb. OTO SMEKTPOHHBLIM afgpec He Hago MCMnonb3oBaTb MpWU perucrtpaumm Ha
dopymax u cantax;

7. He oTkpblBaw hainbl U apyrne BNOXeHNs B NUCbMax, Aaxe eCNu OHU NPULLINK OT TBOUX ApY3eN.
Jlydwe yTo4Hu y HKX, OTNpaBnsanv nvm oHn Tebe atn danneol;

8. lNocne okoH4YaHusi paboTbl Ha MOYTOBOM CEpBUCE Mepen 3akpbiTMEM BKNagkym C CalToOM He
3abyab HaxaTb Ha "BbiTn".

Knb6epO6ynnuHr unu BupTyanbHoe n3geBartenbCTBO

KnbepbynnuHr - npecnegoBaHve COOOLLUEHUAMKW, CcOAepXalMMuM OCKOpOneHusi, arpeccuio,
3anyrmBaHue; XyMraHcTBo; coumanbHoe GOMKOTMPOBaHME C MOMOLLIbIO Pa3fMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnmHrom:

1. He 6pocancs B 601. Jlyuwimn cnocob: nocoBeToBaThbCs kak cebs BECTU U, €CNU HET TOro, K KoMy
MOXHO 00paTuTbCs, TO BHavane YCNoKouTbCs. Ecnu Tbl HayHelwb oOTBeYaTb OCKOpPONEeHMsIMM Ha
0oCcKOop6eHUst, TO TOSbKO eLle Gorblle pa3oXekellb KOHMINKT;

2. YnpaBnsu csoen knbeppenytaumen;

3. AHOHMMHOCTbL B CETU MHUMaS. CyLLI,eCTByI'OT Cnocobbl BbISICHUTb, KTO CTOUT 3a aHOHWMHbIM
aKKayHTOM;

4. He cTouT BECTWM XynuraHckuii obpas BMpTyarbHOW XMW3HW. WHTepHeT duKcupyeT Bce TBOU
OEencTBua 1 CoxpaHsieT ux. Yganutb nx byget kpanHe 3aTpyAHUTENBHO;

5. Cobniogan cBot BUPTYyarbHY YECTb CMOSIOAY;



6. WrHopupym eauHnuHbln HeratvB. OpHoOpasoBble OCKOpOMTENbHbIE COOOLWEHNs nydlie
urHopupoBaTtb. OBbIYHO arpeccus npekpalwlaeTcs Ha HavanbHOM cTaamu;

7. baH arpeccopa. B nporpamMmmax obMeHa MrHOBEHHbLIMU COOOLLEHMSIMX, B COLUMAnbHbLIX CETSAX
€CTb BO3MOXHOCTb 6J'IOKI/IDOBKI/I oTnpaBKku coobLeHnn ¢ onpeneneHHblX agpecos;

8. Ecnn TbI cBupgetenb knbepbynnuHra. TBOM OeWCTBUS: BbICTYNUTbL MPOTMB MpecregoBaTens,
nokasatb €My, YTO ero OeWCTBMA OLEHMBaIOTCH HeratMBHO, NoAadepXaTb >XepTBY, KOTOPOW HyxXHa
ncuxonoruyeckas NoMoLLb, COOBLLUTE B3POCHbLIM O (hakTe arpecCMBHOIO NoBedeHUs B CETH.

Mo6unbHbIM TenedgoH

CoBpeMeHHble CMapTgOHbl M NnaHWweTbl cogepxaT B cebe BMofiHe B3pOCHbii pyHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPUPOBAaTb CO CTaLMOHApHbIMK KoMnbloTepamu. OgHako, cpedcTs 3aluTbl Ans
NoAoGHbIX YCTPOMCTB MOKa OYeHb Mano. TecTUpoBaHune M NMOMCK YSI3BUMOCTEN B HMX NMPOUCXOAMT He Tak
MHTEHCUBHO, kak ans MK, To e camoe KacaeTcst U MOBUINbHBLIX NPUMOXEHWIA.

CoBpeMeHHble MObOUMbHbIE Gpay3epbl yxe NPaKTUYEeCKW OOTrHamnM HacTOomNbHble aHanork, oaHako
paclumpeHne yHKLMOHana BreyeT 3a coboi 6osbLUYI0 CIOXKHOCTb U MEHbLUYHO 3aLLMLLEHHOCTb.

Janeko He BCe NPOV3BOAUTENM BbIMyCKatOT OGHOBIEHWS, 3aKpbIBAKOLLME KPUTUYECKUE YS3BUMOCTH
Ansi CBOWX YCTPOMCTB.

OcHoBHble coBeThbl Ana 6e3onacHOCTN MOBMNbHOro TenedoHa:

Huyero He saBnsetca no-Hactoswemy 6ecnnatHeiM. Byab ocTtopoxeH, Begb korga Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKMe-TO MaTHbIe YCIyru;

Oyman, npexge yYem oTnpaButb SMS, doTto unu Bnaeo. Tel TOYHO 3HaeLWb, e OHM OyayT B
KOHEYHOM utore?

Heobxoanmo 06HOBNATL ONEepaLMoHHYI0 CUCTEMY TBOEro CMapTdoHa;
Mcnonb3yit aHTMBUPYCHbIE NpOrpamMmbl A4S MOBUIbHbIX TenedoHOoB;

He 3arpy:xaii NpunoXXeHns oT HEM3BECTHOIO NCTOYHMKA, Beb OHU MOTYT COAepXaTb BPeAOHOCHOe
nporpaMmHoe obecneyeHue;

lMocne TOro kak Tbl BblAElWb C canTa, rae BBOAUI NUYHYIO MHGOPMALMIO, 3alnan B HACTPOWMKM
Opaysepa u yaanum cookies;

I'Iepwo,qwquKM ﬂpOBepHVI, KaKkue nnatHble YCIyrm aktuBnpoBaHbl Ha TBOEM HOMEpPE;

HaBaii cBoil HOMep MOGUNBHOrO TenedoHa TOMBKO IOAAM, KOTOPbIX Thl 3Haellb U KOMY
JoBepseLlb;

Bluetooth gormkeH BbITb BbIKNIOYEH, KOrga Tl UM He nonb3yellbed. He 3abbiBan nHorga nposepsTb
3T0.

Online urpsbl

CoBpeMeHHble OHMaMH-Urpbl - 3TO KpacoudHble, 3axBaTbiBalOLMe pasBrieyeHus, obbeauHsiowme
COTHM ThICAY YENOBEK MO BCEMY MUpY. Urpokn nccneayoT AaHHbI UM MUp, obLaoTcs Apyr ¢ Apyrom,
BbIMOSMHAKT 3af4aHus, CpaXawTcs C MOHCTpPaMM M Mony4darT onbiT. 3a YAOBOMLCTBME OHW MNATAT:
MoKynarT AMCK, onfadmMBaoT aboHEMEHT MK NpUMobpeTaloT Kakme-To onunn.

Bce aTM cpeacTBa mayT Ha noddepaHWe W pasBUTME UMpbl, a Takke Ha camy 6e3onacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPWU3aLIMK, BbiNycKalTcs HoOBble naTtyv (LUMdpoBble 3annaTtku Ans
nporpaMm), 3aKpbIBalTCs YA3BUMOCTU CEPBEPOB.

B nopoGHbIx nrpax CToOUT onacatbCA He CTOJIbKO CBOWUX COMEPHUKOB, CKOJIbKO KpaXu TBOEro
naponsd, Ha KOTOpoM OCHOBaHa CUCTeMa aBTopu3auunm GonblUMHCTBA urp.

OcHoBHble coBeTbl No 6e30MacHOCTN TBOEro NFPOBOrO akkayHTa:

1. Ecnn gpyron urpok BegeT cebs nnoxo unu cosgaet Tebe HenpusaTHOCTW, 3abnokupyn ero B



CMnCKe UrpoKoB;

2. TMoxanynca agMuMHUCTpaTopam WUrpbl Ha MIoOXoe MNOBEeAEeHWEe 3TOro WUrpoka, xenaternbHO
MPUNOXMNTb KaKkMe-TO AoKa3aTenbCcTBa B BUAE CKPUHOB;

3. He ykasblBan nnyHyto nHopmauuio B npodarine urpbl;
4. YBaxan opyrmx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnunBamn HeoduumanbHble naTyn U Moabl;

6. Vicnonb3yw cnoxHble 1 pasHble naponu;

7. Oaxe BO Bpems Urpbl He CTOWUT OTKNKOYaTb aHTMBMPYC. lMoka Tbl Urpaellb, TBOW KOMMNbIOTEP
MOryT 3apa3suThb.

PULWIMHT unn KpaXa NIUYHbIX AaHHbIX

OBbIvHON Kpaxen AeHer U OOKYMEHTOB CErodHsl yXe HWKOro He YAMBULWbL, HO C pasBuUTMEM
WHTEPHET-TEXHOMOIMIA 3II0YMbILUMIEHHWKM NepeMecTUInCb B MHTEPHET, M MPOAOIKalT 3aHMMaTbCA
"nodumbiM" genom.

Tak nosiBunacb HOBas yrpo3a: MHTEPHET-MOLUEHHWYEeCTBa UM (PULIKHT, rMaBHas uenb KOTOPOoro
COCTOUT B MNOSTyYEeHUN KOH(PMAEHUManNbHbIX OaHHbLIX Monb3oBaTenen - fOorMHOB UM naporen. Ha
aHrnuickom asbike phishing yntaeTtcs kak dpuwmHr (ot fishing - peibHas noens, password - naporns).

OcHoBHble coBeThbl No 6opbbe ¢ PULLIMHIOM:

1. Cnegmn 3a cBoumM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina B3nomaHa, To
HeobxoaMMOo 3abr10KMpoBaTh ee U COOOLWMTL aAMUHNCTPATOpPam pecypca 06 3TOM Kak MOXXHO CKOpeE;

2. |/|CI'IOJ'Ib3yIZ ©e3onacHble BeO-calTbl, B TOM Yncne, WHTEPHET-MarasmHoB N NMONCKOBbLIX CUCTEM;

3. WUcnonb3ayii cnoxHble W pasHble naponu. Takum o6GpasoMm, ecnu Tebs B3nomaloT, TO
3MOYMbILLMEHHUKN NOMyYaT AOCTYN TOMLKO K OOHOMY TBOEMY NPOMUIo B CETU, a HE KO BCEM;

4., Ecnn Tebsa Banomanu, TO HeobxoouMMO MpenynpeavTb BCEX CBOMX 3HAKOMBbIX, KOTOpble
nobaeneHbl y Tebst B Apy3bsix, O TOM, 4YTO Tebsi B3nomanu Ku, BO3MOXHO, OT TBOEro MMeHu 6ypet
paccbinaTbcs cnam U CCblfiki Ha PULLNHIOBbIE CanThbl;

5. YctaHoBM HagexHbIvi naponb (PIN) Ha MOBUNbHLIV TenedoH;
6. OTknoumn coxpaHeHune napons B 6paysepe;

7. He oTkpblBai hanbl U gpyrne BNOXeHNs B NUCbMax, Aaxe eCnu OHU NPULLINK OT TBOUX ApYy3en.
Jlydwe yTo4HU y HMX, OTNpaBnsany nv oHn Tebe aTn dannei.

LUncdposBas penytauus

LndppoBas penytaumss - 3TO HeraTMBHas WM MO3WTUBHAA WHGoOpMauus B cetm o Tebe.
KomnpomeTupylowaas uHdbopmaunsi, pasMelleHHass B WHTEpHETe, MOXEeT Cepbe3HbiM 0bpa3om
OTpasnTbCA Ha TBOEW peanbHOM Xu3HW. "LindpoBas penyTtaums" - 3TO TBOM MMWOK, KOTOPbIN
dopmupyeTcsa n3 nHpopmMauum o Tebe B MHTEPHETE.

TBOe MecTO XuTenbcTBa, y4ebbl, TBOE dMHaHCOBOE MOfoXeHne, OCOBEHHOCTU XapakTepa U
pacckasbl 0 ONM3KKMX - BCE 3TO HaKannMBaeTCcs B CETU.

MHorvie NogpOCTKM NErKOMbICIIEHHO OTHOCATCS K NyGrnvKauum nmyHon uHgopmaumum B VIHTepHeTe,
He MoHMMasi BO3MOXHbIX MocrneacTBuid. Thl Aa)ke He CMOXellb [AoragaTbCA O TOM, YTo dpoTorpadus,
pa3melleHHasi 5 neT Hasag, cTarna NpuYMHON OTKasa NpUHSTL Tebs Ha paboTy.

KoMmmeHTapuu, pasmelleHne TBoux dootorpadui v apyrme AencTBUS MOryT He UCYE3HYTb faxe
nocne TOro, Kak Tbl UX yAanuib. Tbl He 3Haelb, KTO COXpaHun 3Ty uHOopMauuio, nonana nu oHa B
MOVCKOBbIE CUCTEMbl U COXpaHunacb N OHa, a rMaBHOe: YTO MoAyMaltT O Tebe okpyxawlwme noau,
KOTopble HangyT v yBUAAT 3T0. HanTtn nHdopmaumio MHOro fneT cnycTs cMoXeT tobon - kak n3 gobpbix
nobyxaeHun, Tak u ¢ HaMepeHueM NPUYNHUTE Bped. OTO MOXET BbITb KTO YrogHo.



OcHoBHble coBeTbl NO 3awuTe LngpoBor penyTaunm:

1. NMogyman, npexage 4yem 4YTo-TO NybnukoBaTb U nepenasath y cebs B 6riore unu B counanbHOM
cety;

2. B HacTtporikax npogunsa yCTaHOBM OrpaHMYeHMs Ha MpPOCMOTP TBOEro npoduns u ero
COAEepPXNMOro, caenawn ero Tonbko "ansa gpysen”;

3. He pasmewan v He ykasbiBal UHOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTb umnu
obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LKOSNbHUKK - aKkTUBHbIE Monb3oBaTenu uudpoBoro npoctpaHctea. OgHako ganeko
He BCe 3HalOT, YTO NOMb30BaHNE MHOMMMU BO3MOXHOCTSMU LMADPOBOro Mupa TpebyeT cobnogeHns npae
Ha MHTEeNNeKTyanbHyl COGCTBEHHOCTb.

TepMUuH "vHTEnnekTyanbHasi COGCTBEHHOCTL" OTHOCUTCS K Pas3fiUyHbIM TBOPEHMSM YENOBEYECKOro
yMa, Ha4nHasi ¢ HOBbIX M300peTEeHN N 3HaKoB, 0603HaYaloLLMX COOCTBEHHOCTb Ha MPOAYKTbI U YCNyru, 1
3akaH4MBas kHuramm, chotorpadnamm, KUHOUNbLMaMU U My3blKanbHbIMU NPON3BEAEHUSMM.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTenneKTyarbHyld COGCTBEHHOCTb Ha MPOW3BEAEHWUS HayKW,
nuTepaTypbl M UcKyccTBa. ABTOpPCKME MNpaBa BbICTynalT B KayecTBe rapaHTUM TOro, 4To
WHTEenneKTyanbHbIA/TBOpYECKMA TpyA asTopa He OyAeT HanpacHblM, JacT eMmy CrnpaBefnuBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro Tpyda, MONy4nTb M3BECTHOCTb M MpusHaHue. HukTo
6Ge3 paspelleHns aBTopa He MOXeT BOCMNPOU3BOAWUTL €ro Npou3BedeHUe, PacrpoCTpaHsATb, NyGNMYHO
AEeMOHCTpUpoBaTb, MNpodaBaTb, WMMOPTMPOBATb, MyckaTb B  MpokaT, MyBrnuMyHO  WCMOMHSTh,
NoKa3blBaTb/UCMOSHATL B 3dMpe Unm pasMellatb B VIHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro” nporpaMMHOro obecneyeHnst MOXeT NPUBECTM K MHOTMM pUcCKaMm: OT
noTepy AaHHbIX K TBOMM akkayHTaMm [0 GMOKMPOBKM TBOEro YCTPOWMCTBA, rae yCTaHOBMeHa HeneranbHas
nporpamMma. He cTouT Takke 3abblBaTb, YTO CYLUECTBYIOT neranbHble M GecnnaTHble Nporpammbl,
KOTOPblE MOXHO HanTU B CETMU.

O noprane

CeTeBI/I‘-IOK.p(b - TBOW MaBHbIN COBETYNK B CETU. 34ECb Thl MOXELLb y3HaTb O Ge3onacHoCcTu B ceTn
NOHATHLIM N OOCTYMHbLIM A3bIKOM, @ NP1 BO3HUKHOBEHUN KpVITVI‘-IGCKOI;I cuTyauum O6paTI/ITbCF| 3a COBETOM.
A Takke NPUHATL y4acTue B KOHKypCax U CTaTb CaMbIiM Ll,VI(ppOBbIM I'pa)K,El,aHl/IHOM!



