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LHOAOKEHHE
o0 3auiume népCOH(lJleblx OQHHBIX

. Opbe 31.08.2022r.
1. O61ue mos10:KeHNus

1.1. Tlonoxenue o 3amurte nepcoHanbHBIX gaHHBIX MKOY Opbésckas COI (namee —
PaGoromartenp) paspaborano B  cootBercTBuM ¢ DemepaibHbIM  3aKOHOM  OT
27.07.2006 Ne 152-®3 u WHBIMM HOPMATHBHO-TIPABOBBIMH AaKTaMHW B OOJACTH 3aIIUTHI
NEePCOHAIBHBIX JAHHBIX, IEHCTBYIOIIMMH Ha Tepputopun Poccuu.

1.2. llenp Hacrosmiero [lookeHHsT — 3amuTa MEPCOHATBHBIX JAaHHBIX paboTHHKOB MKOY
OpbéBckas COLl oT HECAaHKIIMOHMPOBAHHOTO JIOCTYNA U pa3riallieHus, IPeJOTBpPAIICHUE U
BBISIBJICHHE HApylIEHWW 3akoHojxarenscTBa P®, ycTpaHeHuWe TNOCIEACTBUHA  TaKHX
HapyILIECHUHN.

1.3. B ensx Hacrositero [lomoxenust:

e MO TIEepcOHaNbHBIMEM HaHHbIME (manee — I1J]) moHmMmaetcs mobast uHbOpMaIs,
MPSIMO WJIM KOCBEHHO OTHOCSINASACS K CYOBEKTY MEPCOHATBHBIX JaHHBIX;

e 1oJ yrpozamu OezonacHoctu [1/] moHMMaeTcs COBOKYNHOCTh yCIOBHM U (PaKTOPOB,
CO3/AI0IMX OINACHOCTh HECAHKIMOHHUPOBAHHOI'O, B TOM YMCII€ CIy4yalHOro, JOCTyna K
MePCOHAIBHBIM JTAHHBIM, PE3YJIbTATOM KOTOPOTO MOTYT CTaTh YHUUYTOXKCHHE, U3MEHEHHE,
OIOKMpOBaHME, KOMHPOBAaHWE, TMPEAOCTaBICHHUE, PACIPOCTPAHEHHE IEPCOHATBHBIX
JAHHBIX, a TAaK)KE€ WHBIC HETIPaBOMEPHBIE JACHCTBUS TIPH UX 00paboTKe B MH(DOPMAITMOHHOM
CUCTEME NEPCOHATIbHBIX JIAHHBIX;

e moJ YypoBHeM 3amuiieHHocTH [IJI moHHMMaeTcs KOMIUIEKCHBIM MOKa3aTeb,
XapaKTepU3yIOIINii TpeOOBaHUs, UCIOTHEHHE KOTOPBIX OOECIeunBaeT HEUTpaTH3aIiio
onpeneaeHHbIX yrpo3 6ezonacHocTH 1] mpu nx o6paboTke B HHGOPMAIIMOHHON CHCTEME.

1.4, Hacrosmee IlonoxeHnne u M3MEHEHHS K HEMY YTBEpXKAarOTCs aupekropom MKOY
Opbéackas COLL u BBomsATCS mpuka3zoM. Bee paOOTHHKHM TOMKHBI OBITH O3HAKOMIIEHBI IO
MOJIHUCH C TaHHBIM [lon0KeHnEM U U3MEHEHUSAMU K HEMY.



1.5. Hacrosiiee [lonosxenue Berymaet B cuiry ¢ 01.09.2022.
2. 3ammTa NepcoHAIbHBIX TAHHBIX
2.1. PabGoTonaTenp MpUHUMAET CIEAYIOIIME Mepbl 110 3amuTe [1]1:

2.1.1. Ha3nauenwe muIa, OTBETCTBEHHOTO 3a 00pabotky IIJ[, koTOpoe ocCyIIecTBIsIET
opranuzaiuio o0pabotku I1J], oOyueHume u WHCTPYKTa)X, BHYTPEHHHH KOHTPOJIb 3a
coOJroieHneM paboTHUKaMU TpeboBanuit k 3amure [1]1.

2.1.2. Pa3zpaboTka MOIUTHKHA B OTHOIICHUH 00padoTku [1/].

2.1.3. YcranoBnenue mpaBun goctymna k [1J[, obecrmeueHne perucTpanud U ydera BCexX
nercTBui, coBepiaembix ¢ I1/].

2.1.4. VYcraHoBleHHWE  WHIUBUIYyalIbHBIX  Mapojieil  JocTyma  COTPYJHUKOB B
MH()OPMAMOHHYIO CHCTEMY B COOTBETCTBUU C MX MTPOU3BOJICTBEHHBIMU O0S3aHHOCTSIMHU.

2.15. IlpuMeHeHwe TMPOMIEOIMX B YCTAHOBICHHOM IMOPSAKE TPOLEAYPY OLEHKHU
COOTBETCTBUS CPEJICTB 3aIIUThI HHPOPMALIUU.

2.1.6. CepTuduuupoBaHHOE aHTHBHPYCHOE IMPOrpaMMHOE OO0ECIEYCHHE C PETYISIPHO
OOHOBJISIEMBIMU Oa3aMH.

2.1.7. CoOnrogenue ycnoBuii, oOecreuynBarOmMX coxpaHHOcTh [IJI W uCKIIOYAOMUX
HECaHKIIMOHUPOBAHHBINA K HUM JOCTYII.

2.1.8. O6napyxeHne (pakTOB HECAHKIIMOHUPOBAHHOTO AocTymna K [1/],

2.1.9. BoccranoBnenue IIJ[, MoIupUIMPOBAHHBIX WJIM YHUYTOXKEHHBIX BCIIEJCTBHE
HECaHKLMOHUPOBAHHOTO JJOCTYMA K HUM.

2.1.10. OOyuenue paOOTHUKOB, HEMOCPEICTBEHHO OCYIIECTBIsoNMX o0padoTky I1/],
MOJIOKEHUSM 3aKOHO/AaTenbcTBa PP 0 mepcoHanbHBIX JaHHBIX, B TOM YHUCIE TPEOOBAHUAM K
3aI0UTC MECPCOHAJIIBHBIX AAHHBIX, HJOKYMCHTAM, OIPCACIAIOIINM IMOJIUTUKY Pa60T0)1aTen${ B
oTHomeHun oOpabotku I1J[, mokambHBIM akTaMm MO BOIMpocaM OOPaOOTKH MEPCOHATBHBIX
JaHHBIX.

2.1.11. OcymiecTBiieHNEe BHYTPEHHETO KOHTPOJIS U ayIUTA.

2.1.12. Ompenenenne TUma yrpo3 0e3omacHOCTH U ypoBHe# 3ampumeHHocT I1J[, koTtopsie
XpaHATCS B UHPOPMAIMOHHBIX CHCTEMAX.

2.2. YTpO3bl 3alUIIEHHOCTH TePCOHATBHBIX TaHHBIX.

2.2.1. Yrpo3sl niepBoro tuna. B cucteMHOM mporpaMMHOM obecrieueHur MH()OpMaIMOHHON
CHCTEMBI €CTh (DYHKIIMOHAIbHBIE BO3MOXKHOCTH IPOTPAMMHOTO OOECIeUeHHs], KOTOphIC
HE YKa3aHbl B OMUCAHUU K HEMY JMOO HE OTBEYAIOT XapaKTepUCTHKaM, KOTOpBIEC 3asiBUII
MPOU3BOANTEND. 1 3TO MOTEHIIMATEHO MOKET MPUBECTH K HEMPABOMEPHOMY HCIIOIB30BAHUIO
NEPCOHATBHBIX JAHHBIX.



2.2.2. Yrpo3sl Broporo Ttumna. lloTeHuuanbHble MpoOIeMbl € NPUKIAAHBIM MPOTPAMMHBIM
o0ecrieueHreM — BHEUIHUMH POTPaMMaMH, KOTOpPbIE YCTAQHOBJEHBI Ha KOMITBIOTEpPax
pabOTHUKOB.

2.2.3. Yrpossl Tperbero tuna. lloTeHIMAaIbHON OMACHOCTH HHU OT CHUCTEMHOTO, HH OT
IPOrPaMMHOT0 00ECTICUEHHS HET.

2.3. YpOBHHM 3alIUIIEHHOCTH MEPCOHATIBHBIX JAHHBIX.

2.3.1. TlepBbrii ypoBeHb 3amuineHHOCTH. Ecim pabotomarens oTHec WHGPOPMAIMOHHYIO
CHCTEMY K IIEPBOMY THIIy YIpO3bl HJIM €CIHM THII YIpO3bl BTOpOH, HO paboTomareib
oOpabartbiBaer cnenuaibHbie kateropuu I1J] 6omee 100 Teic. ¢pusmyeckux nun Oe3 ydera
PabOTHHKOB.

2.3.2. Bropoii ypoBeHb 3alIMIICHHOCTH. Ecium Tunm yrpo3sl BTOPOM M paboTomareb
oOpabarpiBaeT crenuainbHbie Karteropun [1J] paOOTHUKOB BHE 3aBUCHMOCTH OT UX
KoymyecTBa WK crenuanbubie kateropuu 1] menee yem 100 Thic. GU3NYECKUX JIWII, HIIH
mo6bie npyrue kareropuu [1/] 6omee uem 100 ThIC. HpM3HYESCKUX JHII, WK IPU TPETHEM THIIE
yrpo3bl paboToaarenb 00pabaTbiBaeT clieluanbHble KaTeropun AaHHbix 6osee yem 100 Thic.
(bU3HYECKUX JIUII.

2.3.3. Tperuii ypoBeHb 3amuiieHHOCTH. EcCnu mpu BTOpPOM TUIE yrpo3sl pabdOTOAATENH
obpabateiBaer obmue [1/] paborarukoB min MeHee yeM 100 Thic. pU3MUECKUX JIHII, WM TIPU
TPEeTheM THUINE Yrpo3sl paborojarens oOpadaTeiBaeT —crenuanbHele Kateropun [1]]
pabotHukoB wim MeHee yem 100 ThIC. (U3MUECKMX JHUI, WIH MPH TPETHEM THIIE YTPO3bI
paboronarens oOpabareiBaer Ouomerpuueckue [IJ[, mnm mpu TpeTbeM THIE YrpO3bI
pabortonmatenb oopadareBaeT oomue [1/] 6omee wem 100 Thic. pu3udecKux JuIl.

2.3.4. YeTBepThlii ypOBEHH 3aIIUIIEHHOCTH. Ecim mpu TpeTbem Turie yrpo3sl paboToaaTelnsb
obpabarsiBaet TosabKko obuue I1/] paborHukoB uinu MmeHee yem 100 Thic. pU3NYECKUX JIULL.

2.4. Ilpu 4eTBEpTOM YpOBHE 3alUIIEHHOCTH MMEPCOHATBHBIX JAaHHBIX Pa0OTOIATENb!

e oOecneunmBaeT pPeXUM OE30IMaCHOCTH IIOMEIIEHHH, B KOTOPBIX pa3MeliaeTe
MH(POPMALMOHHYIO CUCTEMY,

e o0ecrneunBaeT COXpaHHOCTh HOCUTENEN HH(pOpMaluy,

e YTBEpXKJAET NepedeHb pabOTHUKOB, TOMyIeHHbIX 10 T1/;

e HCMNOJNB3YET CpPEACTBA 3alUThl HMHQOpPMAIMM, KOTOpbIE IMPOLUIM  OLEHKY
COOTBETCTBUS TpeOOBAHUSAM 3aKOHA B 001acTH obecrieueHus: 0e30MacHOCTH MHPOPMALIUH.

2.5. Ilpu tperbem ypoBHe 3amuiieHHOCTH [1J] HOMONHUTENBHO K MepaM, MEepeYHCICHHBIM
B nmyHKTe 2.4 Hactositero  [lonokenus,  paboronmarenb  Ha3HA4aeT  OTBETCTBEHHOT'O
3a obecnieuenue 6e3onacHoctu [1/] B mHpOpMaLIMOHHOM cucteme.

2.6. Tlpu BTOpOM ypoBHE 3ammmiieHHOCTH [1/] TOMOTHUTENEHO K MepaM, IMEPEYUCIICHHBIM
B yHKTax 2.4, 2.5 Hactostmero [lomoskenus, paboTromarenb OrpaHUYUBAET JOCTYI
K 2JICKTPOHHOMY JKypHAJTy COOOIICHHUH, 3a HCKIIOYECHUEM pPaOOTHUKOB, KOTOPHIM TaKHe
CBEICHUSI HEOOXOIUMBI JIJIs1 paOOTHI.



2.7. Ilpu mepBom ypoBHe 3amuiieHHOCTH I[1J] omonMHUTENbHO K MepaM, MHepedrcIeHHBIM
B ImyHKTax 2.4—2.6 Hacrosmero [lonoxxenusi, paboTtoaaTenb:

e oOecreuynBaeT  aBTOMATUYECKYK)  PErMCTPALMI0 B 3JIEKTPOHHOM  JKypHaie
0€30MaCHOCTH N3MEHEHHS TOTHOMOYHUI pabOTHUKOB 10 AomycKy k [1/] B cucteme;

e CO37aeT OTAEN, OTBETCTBEHHBIN 3a Oe3omacHocTh I1J[ B cucreme, nmubo Bo3naraer
TaKyl0 00SI3aHHOCTb Ha OMH U3 CYIIECTBYIOIINX OTJENIOB PabOTOAATENS.

2.8. B nensx 3anutel [1/] Ha OyMaKHBIX HOCHTENSAX pabOTOIaTEeIb:

e IPHKA30M Ha3HAYAET OTBETCTBEHHOTO 3a 00paboTky [1/1;

e OrPAaHWYMBACT JOIMYCK B IOMEHICHMS, TJE XPaHATCS JOKYMEHTBI, KOTOpPHIC
conepskat I1J] paboTHHKOB,

e XpaHWUT JOKYMEHTHI, cojiepxaimue [1/] paGoTHHMKOB B mkadax, 3aluparoIIuXxcCs
Ha KJII0Y;

e XPaHUT TPYAOBbIC KHUKKH paOOTHHUKOB B celihe B oTeIe KaIpoB.

29. B menax oOecnedeHus KOH(UICHIIMAILHOCTH JIOKYMEHTHI, coaepxamue [1]]
pabOTHUKOB, OQOPMIISFOTCS, BEIYTCSI M XPAHATCS TOJIBKO PAOOTHHKAMH OTJENa KaJlpoB,
OyXrajatepuu U cIy>KObl OXpaHbl TpyAa paboToaaTeNs.

2.10. PaboTHuKM oTAena KaapoB, OyXraiaTepuu M CIykKObl OXpaHbl Tpyna paboTomarers,
nomymenabie K [1J paOOTHHKOB, TOANMKMCHIBAIOT O00S3aTEIBCTBA O HEpa3TJAICHUN
MEPCOHATBHBIX JaHHBIX. B mpoTuBHOM ciydae 10 oOpabGorku I1J] paGoTHHKOB He
JIOTTYCKAIOTCA.

2.11. Jlomyck K nokymeHTaMm, cozaepkamum I1J[ paOOTHHKOB, BHYTpW OpraHU3aluu
OCYILIECTBISIETCSI Ha OCHOBaHMM Pernamenrta pomycka paOOTHHMKOB K 00paboTke
NEPCOHAIBHBIX JAHHBIX.

2.12. Tlepemaua IIJl mo 3ampocaM TpeTbUX JIMIl, €CIM Takas [epegada MpsSMO He
MpPeyCMOTPEHA 3aKOHOJATeNbCcTBOM P®, jpomyckaercs HCKIIOUUTENBHO C  COTJIAcHs
paOoTHHKAa Ha OOpabOTKY €ro MepCOHAIbHBIX JaHHBIX B YacTU MX MPEIOCTABICHUS WU
coriacus Ha paclpoCTPaHEHHUE MEPCOHATbHBIX TAHHBIX.

2.13. Tlepenaya undopmarmu, coaepxamieii ceaenus o I1/] paborHukoB, mo tenedoHy B
CBS3M C HEBO3MOXXHOCTBIO WACHTH(DHKAIMKM JIUIA, 3alpaliuBaloONniero WHGOPMAIHIO,
3arnpeniaercs.

3. T'apaHTHN KOH(UIECHIHAIBHOCTH NEPCOHAIBHBIX JaHHBIX

3.1. Bce paboTHUKHM opraHuszaiu, ocyuiecteistonme obpadorky IIJ[, o0s3aHbl XpaHHUTH
TaiiHy 0 cBefeHusx, comepxkamux I1J[, B coorBerctBum c IlomoxxenueMm, TpeOOBaHHUSAMU
3aKoHonarenscTa PO.

3.2. PaboTHHK BnpaBe TpeOOBaATh MOIHYIO HH()OPMAIHIO O CBOUX TEPCOHAIBHBIX JTaHHBIX, 00
ux 00paboTKe, UCTIONb30BaHUH U XPaHEHUH.

3.3. JIuna, BUHOBHBIE B HAPYLICHUH HOPM, PETYIUPYIOIINX MOIyuyeHne, 00paboTKy U 3aIlUTy
[1/1 paGOTHUKOB, HECYT AMCUUIIMHAPHYIO, aIMUHUCTPATUBHYIO, TPaKJaHCKO-TIPAaBOBYIO WU
YTOJIOBHYIO OTBETCTBEHHOCTH B COOTBETCTBUU C 3aKOHOJATEILCTBOM.
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